Anomaly Detection for Time Series with Autoencoder

2022, 03. 25
urmEap: 2 2 M

Data Min e, H
o.:.o Qu Qlty/\ qu’rc |".\‘.'.Cl



- EERES

> PHATEO}
« Named Entity Recognition

* Anomaly Detection for Time Series

o lEtK
* abc0323@korea.ac.kr

Daota Mining ~d
o.:.o Quality Analytics h\-a



I =~

. Introduction

*  Anomaly Detection for Time Series

II. Autoencoder

lll. Anomaly Detection for Time Series with Autoencoder

. LSTM-Autoencoder
« Autoencoder Ensembles

* Autoencoder within An Adversarial Training Framework

IV. Conclusion

Daota Mining PR
o.:.o Quality Analytics "\'a




I =~

. Introduction

*  Anomaly Detection for Time Series

Daota Mining PR
o.:.o Quality Analytics I"\-a



- Introduction

Time Series
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Introduction
Anomaly Detection for Time Series
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- Introduction

Anomaly Detection for Time Series
< Al cl|o|E{of chgt o] (Anomaly) EX|2] 0j2{Z
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- Introduction

Anomaly Detection for Time Series
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- Autoencoder

s Autoencoder 74
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- Autoencoder

< AutoencoderE At2%t 0| B X|(Anomaly Detection)
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LSTM-Autoencoder
Paper

% LSTM-based Encoder-Decoder for Multisensor Anomaly Detection

« Malhotra, P., Ramakrishnan, A., Anand, G., Vig, L., Agarwal, P., & Shroff, G. (2016). LSTM-based Encoder-Decoder for
Multisensor Anomaly Detection. ICML, 2016. (6082] 21&

LSTM-based Encoder-Decoder for Multi-sensor Anomaly Detection

Pankaj Malhotra, Anusha Ramakrishnan, Gaurangi Anand, Lovekesh Vig, Puneet Agarwal, Gautam Shroff
[{MALHOTRA PANKAJ, ANUSHA.RAMAKRISHNAN, GAURANGLANAND, LOVEKESH.VIG, PUNEET.A, GAL-
TAM_SHROFF } @ TCS.COM

TCS Research, New Del, India

Abstract
Mechanical devices such as engines, vehicles, |” “ | l |” J l |. |||”| ||II|"| ||||| v ! I“

aircrafis, ete., are typically instrumented with ] i ]

. {a) Predictable (b} Unprediciable
numerous sensors o caplure the behavior and
health of the machine. However, there are of-
ten external factors or variables which are not

Figure |. Readings for 2 manoal control sensor.

captured by sensors leading 1o time-series which

are inherently unpredictable. For instance, man- example, a laden machine behaves differently from an un-
ual controls andfor unmonitored environmental laden machine. Further, the relevant information pertaining
conditions or load may lead o inherenily un- to whether a machine is laden or unladen may not be avail-
nradiciahle fime_ceries  Teiscting annmalies in able. The amount of load on a machine al a time may be
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- LSTM-Autoencoder

Prerequisite Knowledge
% LSTM-Autoencoder
« Sequence HIO|EE 2Tt LSTM X E A}25t= Autoencoder
«  A|AI¥ H|0|E|2] Anomaly Detection2 A|2H& Q1 EM(Temporal Information)& 1124

-« O|H9 HHE wxjel 24| sHE0 &8 = U= LSTMHIESRIZE 0|8

Encoder o % !
\ \ \ \ \
th) th) th) ! \ \ 1 1 ! \ !
1 1 1 1 1
— > > > > > — — > > - > —» —
1 \ 1 1 \
v 4 v 4 v 4 \ \
th) s s v \ ,h*gD) \ Jng)
Input Time Series Latent Vector Output Time Series
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1EncDec-AD: LSTM based Encoder-Decoder scheme for Anomaly Detection

- LSTM-Autoencoder
Method

< EncDec-AD’
* Training(1)
v 4 HIO|E] AL
v' Encoder
» AUA OIO|H = {x;,x,, -, xc}, where x; € R™, C:window size, m: # of variable
= Step t = i 0f| A Hidden vectors= 0| T2 Hidden vector(h'®) )t 2242k (x,) S &2t 113t
R = f (i b))

= OpX|2F Hidden vector?} Latent vector?t E|0{ Decoder EtA|2| Z|X Hidden vector2 A&

Encoder X¢

X X1
E (E) (E)
mY b he ! ! ! !
. X;: the input vector at time t;
> > > > > —> > > > > > *  x;: the predicted vectorat time t;
Initialize (B, i
Hecoder h(D) h(D) h(D) . hiD thidden vector of encoder at time t;
C 2 1 . hg ): hidden vector of decoder at time t;
. C:window size.the number of LSTM unit
X X X D d . Sy: set of normal training sequences
e 2 & ecoaer
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- LSTM-Autoencoder
Method

% EncDec-AD
* Training(2)
v Decoder
» QU G|O|H = {x., -, x5, x1}, where x; € R™, C:window size, m: # of variable

» Encoder?| & GH|O|E{E 21~O 2 Reconstruction

= Stept = (i — 1)2| Hidden vectori= O]’ ©|2| Hidden vector(h{™ )2} 212i2k(x;) & &85l 718},

h®) = g(x;, B

Encoder x! X3 X
th) th) th)
- g i - g Initialize - g - g g i )

7'y A A Q .
decoder (D) = . . D) D)
‘ ‘ he . . : h.? igl *

Daota Mining e, I !
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X;: the input vector at time t;
x| : the predicted vectorat time t;

hl@: hidden vector of encoder at time t;
th): hidden vector of decoder at time t;

C:window size.the number of LSTM unit
Sy: set of normal training sequences




- LSTM-Autoencoder
Method

s EncDec-AD
* Training(3)
v" Objective Function

= Encoder®| 21242t (x; )2 Decoder?| =247} (x/ )| Xt0|0]| CHSF MSE(Mean Squared Error)E |43 St 2 &

L
minimize Z lexi — x}||?

Xesy i=1
Encoder x! X3 X
E E
th) hg ) hg )
. X;: the input vector at time t;
> > > > > | r > > > > > > *  x;: the predicted vectorat time t;
nitialize

. C:window size.the number of LSTM unit
. Sy: set of normal training sequences

B coder h(D) 4 A A QD) igD) . hgz): hidden vector of encoder at time t;
C C . h.? . . hg ): hidden vector of decoder at time t;
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- LSTM-Autoencoder
Method

% EncDec-AD
* Inference
v' Training 2P°d 1} CHN| 2 H|=
v Decoder |
v Step t = (i — 1)2| Hidden vector= O|H £tA|2| Hidden vector(hl@) )@} Decoder?| 213} (x}) S &260{ 18t

D /
hg—i = g(x;, hl@))

Encoder X, x5 X1
\ \ \ \ \

th ) th) th ) ! 1 1 1 \ ! \ !
1 1 | 1 1

> > > > > > —> > —> — —>
\ \ \ \ \ ) )
o 4 v 4 \ 4 v Aoy v Ao s x;: the input vectorat timet;
he N N/ N Ay \ Ay *  x;: the predicted vectorat time t;

. hl@: hidden vector of encoder at time t;

X X X . th): hidden vector of decoder at time t;
1 2 ¢ Decoder . C:window size.the number of LSTM unit
. sy: set of normal training sequences
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- LSTM-Autoencoder
Method

N

% Computing Likelihood of Anomaly

Fd HiolE

— HI'4 HiolE| \l
22 g|o|E] (sy) Early Stopping (vy1) A3 HIolE (vy,) HIAE C|o[E] (ty) A3 HIolE (v,) E|AE d|o]E] (t,)
* Reconstruction Error
v" vy CIO|E{Z 0|28} error vector(e®)2 &t
e® = [x® — x!
v' Error vectors A5t H3EE N(u,2) 9 p, 2 F2
* Anomaly Score
v eW oM HRFEZ N(p, 2)7HX|Q| H|(OFeEteH|A HE]). HE[P HO|E £ 0|43t = T

Data Mining
Quallity Analytics

a® = (W — T~ (e® — )

v UAIX|(r)E HStD, 1 ZtELCE Anomaly Score?t 3™ O|Abx| 2 ot

=t hcol

ifa® >,
ifa(i) <,

anomalous
normal




- LSTM-Autoencoder

Experiments and Results

N

s Datasets

*

D)

L)

Daota Mining
Quallity Analytics

Dataset Predictable Dimension Periodicity
Power demand Yes 1 Periodic
Space shuttle Yes 1 Periodic
Engine-P Yes 12 Aperiodic
Engine-NP No 12 Aperiodic
ECG Yes 1 Quasi-periodic

» Evaluation Metrics

Fg score A[&
_ (14 B?) x Precision x Recall
B ™" B2 x Precision + Recall

v' B =10|M, Fg score = F, score

v B >10|HM, Recallo] 2}FX|

v B < 10|H, Precision 0| 2} A|

p<1&EIH

v Positive: H|Zd4(anomalous) / Negative: H4(normal)

v' Sequence0f|A] H|'g4} H|E0| =X| 240} Recallo] %E 2~ U2| WZ 0| Recall 0l 2tEX|E FIe

hcal




- LSTM-Autoencoder

Experiments and Results

s Result
- HDEO|o|E Aol TPR/FPR 20| 1.0 ECt =& > HIH Y CO[HE & EX| & £ US
Lot FI|E(Periodic) A|AIY CI[O|E{0]| CHBHM = £2 &S LIENH
« SequenceE 05T 5= @i= HIO|E] A0 L3 450] ZS(ex.Engine-NP). L}t 6|% JH5SH C[O|E Alo]| CisH A|A|E of|Z(prediction) 7|tk
O|d ZX| 2H LSTM-ADEL £2 452 LHX| =&

EncDec-AD LSTM-AD!
Dataset Predictable Periodicity
B Fg score TPR/FPR B Fg score
Power demand Yes Periodic 0.1 0.77 33.0 0.1 0.90
Space shuttle Yes Periodic 0.05 0.81 4.9 0.1 0.84
Engine-P Yes Aperiodic 0.05 0.82 13.8 0.1 0.89
Engine-NP No Aperiodic 0.05 0.83 00 0.05 0.03
ECG Yes Quasi-periodic 0.05 0.65 0 X X

IMalhotra, Pankaj, Vig, Lovekesh, Shroff, Gautam, and Agarwal, Puneet. Long short term memory networks for anomaly detection in time series. In ESANN, 23rd European Symposium on Acrtificial Neural Networks,
Computational Intelligence and Machine Learning, 2015
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Autoencoder Ensembles
Paper

¢+ Outlier Detection for Time Series with Recurrent Autoencoder Ensembles

« KIEU, Tung, et al. Outlier Detection for Time Series with Recurrent Autoencoder Ensembles. In: [JCAI. 2019 (110%] 21-8)

Proceedings of the Twenty-Eighth International Joint Conference on Artificial Intelligence (IJCAI-19)

QOutlier Detection for Time Series with Recurrent Autoencoder Ensembles

Tung Kieu, Bin Yang®, Chenjuan Guo and Christian S. Jensen
Department of Computer Science, Aalborg University, Denmark

{tungkvt, byang, cguo, csj} @cs.aau.dk

Abstract observations that differ significantly from the remaining obser-

vations [Aggarwal, 2013]. Such outliers can offer important

We propose two solutions to outlier detection in insights. For example, outliers in ECG time series may indi-
time series based on recurrent autoencoder ensem- cate potential heart attacks while the remaining observations
bles. The solutions exploit autoencoders built us- represent normal physical conditions [Chia and Syed, 2014].
ing sparsely-connected recurrent neural networks Further, we consider outlier detection in an unsupervised set-
(S-RNNs). Such networks make it possible to gen- ting, where we do not rely on prior labels that indicate outliers.
erate multiple autoencoders with different neural Rather, we aim at identifying outliers in unlabeled time series.

network connection structures. The two solutions
are ensemble frameworks, specifically an indepen-
dent framework and a shared framework, both of
which combine multiple S—RNN based autoencoders
to enable outlier detection. This ensemble-based

annrnacrh aime tn radnecs the afferte af cama anc

Most existing methods for outlier detection are based on
similarity search [Yeh er al., 2016] and density-based clus-
tering [Breunig er al., 2000]. Recently, neural network
based autoencoders [Xia et al., 2015; Chen et al., 2017;
Kieu et al., 2018b] are proposed for the detection of out-

Q.. Daota Mining
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Contributions

% Autoencoder 2&Q| st

[

o HAOO|ETIC 2 SH&5}Y| 20|, CFE H|0|E{7t S0{2F= Training setd} H|=6H| 2tE = A& Bh(Overfitting) 24| &

H
v 2tMgh(Overfitting): && 0| FO{Z! C|O|E{0f| LT 1FSHAH| SEFH XA, ZF0|2te CHE H[O|E{Z SO{et: CHE Z1t=Z 0| 53t0] 2N O 2 YL It JOLX| = iy

+ HQh B

« Single Autoencoder?} Ot M2 CHE HIERIA =& 1% {2{742] Autoencoder A

« MELCIE YIEQA X E AutoencoderE 4/d517| £Isl| Sparsely-connected Autoencoder Mg

Layer £; Layer £;

Layer £;_4 Layer £;_1

(a) Fully-connected layers (b) Sparsely-connected layers
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Method
% Sparsely-connected RNNs(S-RNNs) ! ! 1 1 ! !
hy > h, D> P> > > h,
« M=z CHE FRE 71E AutoencoderE G2{2H *44517] /o RNN 712 81 f f f f f f
1. RNN unit AtO]Q| AAZ 2| H|AH (8) RNN
v TrainingOf| 2|7} L
2. RNN unite| AfO|2] AZBS 2| =7}
v Recurrent Skip Connection Networks (RSCNs)' 2 &1 T T ! ! T f
h1 > h, > > > > ht
S ly- ted RNNs(S-RNNs) T T T T T T
parsely-connecte S o S " (b) S-RNN, L=1
, _fGuhey) w4+ ]
‘ llwello
v Timestept—11tt—L 2| hidden stateE 2|2 HZHTt hidden state .
»  f(-):stept— 12| hidden state2 £ El non-linear function T T T T T T
h » h > > > > h
»  f'(:):stept—L 2| hidden state2 &% El non-linear function Tl TZ T T T Tt
» w, :stept 2| connection2 Z%YSl= sparseness weight vector
(b) S-RNN, L=2
wP € (0,1} and wY" € (0,1}, EFEE 02 OFY
»  |lwello: sparseness weight vector?t 00| Ol element 2=, T, ||lwllo # 0 S
.‘:‘. giﬁnwrﬂﬁyﬂcs l'.\:d L Yiren Wang and Fei Tian. Recurrent residual learning for sequence classification. In EMNLP, pages 938-943, 2016. 25




- Autoencoder Ensembles

Encoder 1 Sc $ $1
Method
hE T thl) \ \
< S-RNN Autoencoder Ensembles(1) ‘, ‘. \ | ‘,
> ™ ™ [ " | " P
- Independent Framework(IF) i i i i i i N NN RN I htzul) ‘hgﬁ)
v JXEILCHE NI S-RNN Autoencoderg
TR el = s S5 Sc Decoder 1
SHNozE 5™ o
Encoder 2 Sc $ $1
( (E2) m h(E2) N\ \ ’\\ ’
v" Objective Function hyT e ¢ | \ l | |
- B » LR
: 2 50060666
minimize J; = Z”st — §t(Di)||2
= S1 S5 Sc Decoder 2
% S §
= 5,9 : reconstructed vector at time step t Encoder N 4 . -
from decoder D; (E E (En) 9\\ M\ ’
B T N N e . \ \ L ¥
= |||, : L2-norm of a vector > > > —"> :: '| —'|> —'|>
\
‘ ‘ ‘ ‘ ‘ ‘ thN) ‘\ /’ \/f ‘\ /f ‘\ htéDN) ‘h({[}N)
S S, sc Decoder N
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Il Autoencoder Ensembles

Encoder 1 Se I
LE—T, RV ’\ "/M\ ’ < S-RNN Autoencoder Ensembles(2)
1 \ 1 1 1
> > — > > —> —'|> :> || —I|> —Ir « Shared Framework(SF)
(D1) ‘\ U ‘\ f ‘\ f ‘\ htDl) ‘h(l-fl) S =
APV N, . . 2 Ry v JEIFCHE NIHQl S-RNN Autoencoder?t A S 2 26}HH
S1 So Sc :|6_':|E_:|

Encoder 2

TIXTY:

""""""""""""""""""""""" ' = WEi: linear weight matrices

v Shared layer
hE) = concatenate(hFY - WEs, ... REN) . WEN)
» Shared layerZ SsliA| #712| S-RNN Autoencoder

ot MBEg

= D= Encoder®| OtX|2} Hidden state2| Linear At

Encoder N v Objective Function

N
hgl?)/h;b/ﬁ' /\ \ \l‘l((:EN) mirll:'micze J= ;Jl +2 th) |1
= ZZ”St - §t(Di)”z + 4 hEE) |1
i=1t=1

—> —> —> —>
51 S2 Sc Decoder N = 2: L1 regularization(|| n%*’
Data Mining e, 5
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Method

+* S-RNN Autoencoder Ensembles
« Autoencoder Ensemble Anomaly Scoring

v Autoencoder Ensembles Framework0|A| Time step t vector2| Anomaly scoreE |4t

v Reconstruction error

» Timestept = k¥, 2= Autoencoder N 2| Reconstruction error

2 2 2
2D 2(2) a(N)
{”Sk—sk 2, Sk_sk 2,..., Sk_sk "

v" Anomaly score

2 2 2
— : a(D a(2) av)
Anomaly score(sy) = median (”Sk =S, ISk = S| ]S = Sk

* mediang AR S 2M Overfitting £l Autoencoder?| gk 24
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Experiments and Results
* Datasets

Dataset Description Dimension # of Sub dataset # of Observations
NAB Numenta Anomaly Benchmark 1 10 5,000~2,0000
ECG Electrocardiography 3 7 3,750~5,400

+»» Evaluation Metrics

Evaluation Metrics Description

- =7 Moy
PR-AUC - Positive classE EX|st= 52 =7t Negative class £ EX|St= S ECL 520
* Of]) & SkX} ZICH
+ T3 O|Oo|E
ROC-AUC « Positive class EtX|2} Negative class EHX|9| £ =7} H|=% [If
* Of) 2iet nYo| 27
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o.:.o Quality Analytics |".\‘.'.C1




- Autoencoder Ensembles

Experiments and Results
% Existing Solutions

Method Description
LOF Local Outlier Factor
Density-based anomaly detection &2 &l
Support Vector Machines
SVM Kernel-based method
ISF Isolation Forest
MP Matrix Profile I.
Similarity-based anomaly detection 2] SOTA B2 &
RN Rand-Net.
Non-sequential data CHSF Autoencoder ensemblesE =825t SOTA &
CNN CNN-based Autoencoder 2=
LSTM LSTM-based Autoencoder B2 &
Time series datadj| C{et anomaly detection 2] SOTA 22
RSCN LSTM units RSCN units@ 2 mA||st B &

Daota Mining ~d
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Experiments and Results

% Overall Accuracy

o} X|E I
v" PR-AUC : deep learning 221} Ol BEIO| XjO|2 Ho| QS

v" ROC-AUC: deep learning 20| CHN|Z £ HdsS A

+ Sequence H|0|E] #7: Rand-Net(RN)2Ct X2t H0| Cf £2 45 > M2t 20| Sequence C0|E{0f & X
- W4 2P F|Qh RHO| CHE 20| CHshM CHRIZ 4450 S, THHzat CHAZ RE0|M 450] o

« XotattH= MtM™: Shared Framework(SF)?t Independent Framework(IF)ECH & H £2 452 '

PR-AUC ROC-AUC —
Data Set S5VM LOF ISF MP RN CNN LSTM RSCN IF SF SVM LOF ISF MP RN CNN LSTM RSCN IF SF

» | Cloudwatch | 0.208 0.904 0909 0892 (0.886 0889 0.886 0.8950.885 0.912) 0566 0516 0559 0563 0569 0.632 0662 0.634 |0.675 (0.667
5| Anomaly 0.902 0902 0911 089 0902 0926 0904 0915)0912 0917} 0551 0.522 0627 0613 0.629 0657 0753 0755 |0.761 0.777
E Traffic 0.908 0905 0914 0913 0.895 0919 0859 0.865 0922 0914] 0551 0.584 0566 0548 0.568 0608 0.625 0667 |0.645 0.689
E | Tweets 0904 0902 0911 0901 0898 0907 0876 0893 0915 0907] 0538 0527 0557 0533 0.564 0571 0554 0599 |0.608 0.653
':, AdExchange | 0.898 0.897 0902 0897 0891 0881 03882 08930893 0.903] 0551 0513 0539 03567 0565 0602 0574 0603 [0.691 0646
= | KnownCause| 0.929 0905 0915 0.893 0889 0891 0872 0916|0916 0.987] 0.639 0517 0.657 0584 0612 0613 0.642 0.609 |0.638 0.621
= | Average 0.908 0903 0910 0898 0.804 0902 0880 0.896[0.907 0923] 0566 0530 0584 03568 0.585 0.614 0635 0645 |0.670 0.676
. | chfil 0.912 0923 0886 0866 0943 0967 0904 09710961 0.958) 0.629 0.521 0508 0815 0.628 0714 0646 0702 |0.681 0.689
5 | chfl3 0.977 0964 0975 0936 0941 0944 0938 0966 0963 0967 0.618 0577 06558 0644 0.661 0642 0581 0562 | 0.823 0.803

,E_ listdb240 0984 0963 0991 0906 0932 0980 0947 0973 0987 0.995] 0.678 0.530 0.798 0875 0.727 0747 0.651 0587 |0.753 0.879)
= | Itstdb43 0982 0959 0980 0964 0962 0974 0956 0966 0982 0985] 0617 0531 0612 0512 0.558 0561 0589 0581 |0.709 0.717
E mitdb180 0953 0969 0944 0958 0955 0985 0974 0973 0988 0930] 0.720 0.539 0694 0654 0.673 0670 0610 0580 |0.678 0.694
w5 | stdb308 0.879 04955 0897 0902 0911 0978 0977 0981 J0.983 0987] 0.821 0546 0722 0820 0.786 0639 0.735 0842 | 0.856 0.838
LE..J' xmitdb108 0.949 0934 0901 0888 0949 0963 0862 0.84500964 0.957) 0516 0539 0653 0728 0.603 079 0.816 0813 |0.785 0.822
Average 0.948 0952 0939 0917 0942 0970 0937 0954 0975 0.976] 0.657 0.540 0664 0721 0.662 0681 0661 0667 |0.755 0.777
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Autoencoder Ensembles
Experiments and Results

% Effect of N
* Setting
v N ={10,20,30,40}
v 4 NABdatasets & 5 ECG datasets

* Result

v Independent Framework(IF)2}
Shared Framework(SF) Of|A{
N O HEHE 50| B4t
£ J}%l Autoencoder?t
x5}

delr ool ==0| &
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- Autoencoder Ensembles

Outlier Detection for Time Series with Recurrent Autoencoder Ensembles
< IFvs. SF

* S-RNNs2 2|2 ‘H4d5}7| 20| Independent Framework(IF)2}
Shared Framework(SF) Q| 3+ X7} CIE

|

» = Framework®| g&Iot /45 2012 /5l S-RNNs X2 E SL5HH| 2™

1.00 — 080
i  mSF ®IF BSF
« Setting BIF @S] ] |
0095 = 0.70 |
v N =140 < <
090 | §0.50 i
v' 2 NABdatasets & 2 ECG datasets IH
0.85 < 0.50
AN '05 < [ N\ I\
,{‘{biﬁ \‘:‘ﬁf.\% C‘\‘\@ ﬁ{'ﬁﬁ\*‘;\.\ﬁ'{\% '*“:{\@4_.._&3“\%
) ReSUIt Pﬁgﬂ Dﬂ.lﬂ.SE'l E:..b 13 Dataset
v" Shared FrameworkO| et&0]| 2217t 2 (a) PR-AUC (b) ROC-AUC

v Shared Framework Encoder?| O}X|2} Hidden states& Z&6}0d

==

LS 1—

Shared layerE A/4sliof 5tB 2 02 memory Ar2¢t
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Outlier Detection for Time Series with Recurrent Autoencoder Ensembles

< Effectof L

« L :Hidden stateE % &St= jump step size

* Setting
v L=1{1,2,5,10,20}
v 2 NABdatasets & 2 ECG datasets

* Result
v L =1{1,2,510} & ff Y=o FI0| gla
= Z2 Jump step O TIASHX] 52
v L=20%Y 0] Yt 244
= Jump stepO| HX|H, St A|2F HEIF &4 H
= FETo A0 gS 0K = S fle 2 BHE

AE
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lll. Anomaly Detection for Time Series with Autoencoder

* Autoencoder within An Adversarial Training Framework
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- Autoencoder within An Adversarial Training Framework
Paper

% USAD : UnSupervised Anomaly Detection on Multivariate Time Series

« AUDIBERT, Julien, et al. USAD: unsupervised anomaly detection on multivariate time series. In: Proceedings of the 26th
ACM SIGKDD International Conference on Knowledge Discovery & Data Mining. 2020. (602] 218)

Applied Data Science Track Paper KDD 20, August 23-27, 2020, Virtual Event, USA

USAD : UnSupervised Anomaly Detection on Multivariate Time
Series

Julien Audibert Pietro Michiardi Frederic Guyard
julien.andiberti@orange com pietro.michiardii@eurecom fr frederic.guyard@orange com
EURECOM EURECOM Orange Labs

Biot, France Biot, France Sophia Antipolis, France
Orange
Sophia Antipolis, France

Sébastien Marti Maria A. Zuluaga
sebastien. marti{@orange com zuluaga@eurecom. fr
Orange EURECOM
Sophia Antipolis, France Biot, France

ABSTRACT Event, CA, USA. ACM, New York, NY, USA, 10 pages. https://doi.org/10.
The automatic supervision of IT systems is a current challenge at 114573300406 3402292

Orange. Given the size and complexity reached by its IT opera-

tions, the number of sensors needed to obtain measurements over 1 INTRODUCTION

time, used to infer normal and abnormal behaviors, has inereased IT system monitoring is a supervision process on measurable events
dramatically making traditional expert-based supervision methods and outputs of a system, which is used as a reference specifying
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- Autoencoder within An Adversarial Training Framework
Prerequisite Knowledge

% Generative Adversarial Networks(GANSs)
« GANs 7|2 31X M7\ (Generator) + ZHE7|(Discriminator)
v Ad0]. g2 HIolE{(Real data)2t FALSt 1A} Ci|O|E{(Fake data) “4-d
v THED[: {E HIO|E{et Itaf HIO|H & 18

. SUEQILAMSIH Mo wH Al .

1
1
Real :
1
] |
UNIVERSITY ‘ :
_| Discriminator | —»
Fake

Generator —

e o e = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = == ———

Data Mining e, H
o.:.o Quality Analytics I'\::a



- Autoencoder within An Adversarial Training Framework

Contributions
< I|E O|HEIX| BEIC| 51|
 Autoencoder
v’ H|™4 O|0|E{7t 4t H|O|E{Q} H|=8}H, reconstruction error?t Xt0pA] 0|4 2t X|7t 0242

* GANs
v MAMIJ|(Generator)2t £&7|(Discriminator)2| 7%, OFM =0l 5t40| 022

=

v" Mode-Collapse, Non-Convergence =X &%

L

=  Mode-Collapse: “4’47|(Generator)?} H|gtEl 372
[}

" Non-Convergence: Model2| Parameter?} £~

% Hjot Bo] |

« Autoencoder $tH| 22
v Autoencoder 2!2 G|O|E{0]| H|H 4} C|O|E{7} EE R E AlEEI0{ 243t Reconstruction 331

« GANsoHq 3=
v' Autoencoder O}7[EllX{o] =29 2 Adversarial Training2| 244 & 2tH > mode collapse, non-convergence 2| 51|
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Method

% Phase1: Autoencoder Training
* 17l9| Encoder®} 2712| DecoderZ A
v' AE; : Encoder + Decoder 1
v' AE, : Encoder + Decoder 2

Phase 1 AEZ (W)

I
I
I
I
I
| » | Decoder2 | m—) I
I
I
I
I
I

— Encoder — yd :_I
11
|
I
[
|

L
» | Decoder] | )

([Objective]
Lag, = IW —AE{(W)||;

Lap, = IW — AE;(W)||;

~

Phase :|.> AEl (W)




- Autoencoder within An Adversarial Training Framework
Method

% Phase2: Adversarial Training
« AE, 2 training 5l0{ AE, & £% == U= CI0|e ‘dd. & &2t | C|O|E & SR ot5
« AE,ZS trainingd}?| 2Ioll =AU 2 AE 2| output(AE(W) )S A8 > AE,2t &K H|O|E{2} 714 CI[O[E{ (O] ¢} El|O|E]) Q1 AE; (W)E =
SI=E o5

- AE,= generator, AE,+= discriminator 2%t 43

T T T T 1
: AE, :
| [ Phase 2
: | ——c AE;(AE (W)
: | > Decoder 2 — :
ettt alaieieiii ittt . o Phesel o AE,(W)

| w, I
(N 1 [
1] |
: : — Encoder | mmmp | 7 :_: __________________________ [Objective]
| | 1 |
¥ — L min max||W — AE, (AE{(W
] | min max||W — A, (AE; (W)l
| : St-k+1 - St=1 St Latent Vector : i
T ] |

I L I

> Phase 1

: Decoder 1 | )y : > AEl (W)

: :

: : Phase 2

 AE4 '




- Autoencoder within An Adversarial Training Framework
Method

<+ Two-phase Training
« Loss Function |22t =
v' AE, > generator 94
= Phase1: 2X| H[O|E{2} AE, 2f ‘8'd HIO|E{2| Reconstruction Error Z[2
= Phase2: &X| |O|E{2} 214 Cl|O|E{ & O] 8%t AE, 2| ‘4’d HIO|E{2| Reconstruction Error £|&
v' AE, - discriminator &
= Phase1: & HIO|E{2t AE, 2| 448 HIO|E{?} Reconstruction Error £|4
= Phase2: &X| H|O|E{2t 214 Cl|O|E{ & 0|83t AE, 2| ‘4’d HIO0|E{7} Reconstruction Error Z|CH
« mn:Training epoch
v Training0| Bt5E £ Adversarial training(Phase2)di| 75 X]

1 1
Lag, = E”W —AE,(W)llz+ (1 — - W — AE, (AE; (W)l

1 1
Lag, = E”W —AE,(W)l[|— (1 - - W — AE,(AE; (W)l

| | L

Daota Mining H i i
..:.. Qualty Andlytics )f"\:a Reconstruction Error of W(Phase 1) Reconstruction Error of the reconstructed output of AE, (Phase 2) a1
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Method
% Two-phase Training
- EETT_-_-_-_-_——-_—-_--_-_-_—_—-_—_—_—_—_—_—-__—_—__—_—_—-—_—-—_E—-_—_—-—_—-—_—_E—_—_e—_—_—_—_—__—-_—-—_—-—_—-—_—_—_—_—_—_—_—_—_—_—_—_—__—————— 'I
' AE, !
[ Phase 2
: » AE,(AE,(W))
l > Decoder 2 | )y :
mmmmm s T . el AE,(W)
|
|

r
— Encoder — 7 i1
11
|
I
[
|

> b e e e e e — — e — — —————— -
|
St-K+1 St-1 St Latent Vector :
T - |
| [ ] |
h
: P | Decoder ]l | b : Phase 1} AE{(W)
| |
| |
: : Phase 2 ‘
| AE1 :
1 1
L, = ~ W —AE,(W)ll; + (1 — ;)”W — AE,(AEL(W))|;
1 1
Lag, = ~ W — AE,(W)ll, — (1 — ;)”W — AE(AE;(W))|2 NS
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Method

% Inference
* Anomaly score
al|W — AE;(W)||, + B||W — AE,(AE, (W),
- a+f=1
v a > B O|HH, true positives & false positives Zf4 - detection sensitivity Z4&
v a < B O|HH, true positives & false positives &7} > detection sensitivity 57}

T T T T T T e 1
' AE, |
I I
: | » | Decoder2 | m—) [
I R = :
I W I I
(W t I I
I [
X Flm = === === anomaly score
Iy — Encoder — | 7 | y
1 1! ~
§ = Lo g QL (W) + B QB (AEL (W)
I [
I : St-K+1 - St-1 St Latent Vector : I
T - |
[
: L P | Decoder ] | w—p | o @
I
: .
I I ‘
I [
I |
| AE, :
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- Autoencoder within An Adversarial Training Framework
Experiments and Results

% Dataset

 Public Dataset

1. Secure Water Treatment (SWaT) Dataset Train Test Dimension  Anomalies(%o)
. SWaT 496800 449919 51 11.98
2. Water Distribution (WADI)
WADI 1048571 172801 123 5.99
3. Server Machine Dataset(SMD)
SMD 708405 708420 28*38 4.16
4. Soil Moisture Active Passive(SMAP) satellite SMAP 135183 427617 55%05 13.13
5. Mars Science Laboratory (MSL) rover Datasets MSL 58317 73129 27*55 10.72
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- Autoencoder within An Adversarial Training Framework
Experiments and Results

% Overall performance (1)
« Evaluation Metrics

v' F1score(F1)

v' F1* score(F1*): Average precisionZ} Average Methods SWaT WADI
Without With Without With
= P R F1 P R Fi P R F1 P R Fl
recall2 £ &l F1 score
AE 0.9903 0.6295 07697 0.9913 07040 0.8233 09947 01310 02315 03970 03220 0.3556
. . uti IF 0.9512 05884 07271 09620 07315 08311 02992 01583 02071 0.6241 0.6155 0.6198
Existing Solutions LSTM-VAE 0.9897 0.6377 07756 07123 09258 0.8051 09947 01282 02271 0.4632 03220 03799
DAGMM 04695 0.6659 05507 0.8292 07674 0.7971 00651 09131 01216 0.2228 0.1976 0.2094
@ Isolation Forests(IF) @ autuoencoder(AE) OmniAnomaly 09825 0.6497 07822 0.7223 0.9832  0.8328 09947 01298 02296 02652 0.9799 0.4174
USAD 09851 0.6618 0.7917 09870 07402 0.8460 09947 01318 02328 0.6451 03220 0.429
® LSTM-VAE ® DAGMM ® OmniAnomaly ®USAD victhods VD SMAD L
P R F1 T P R F1 FT* P R Fi FI*
* P0|nt'adJU5t AE 0.8825 0.8037 05280 08413 07216 09795 07776 08310  0.8535 0.9748 0.8792 09101
IF 0.5038 0.8532 05866 07003 04423 05105 0.4671 04739 05681 0.6740 0.5984 0.6166
v : LHOIIA F AlXIO|2FE HIXIAO|ZIDY SHCE LSTM-VAE 0.8698 07879 08083 08268  0.7164 09875 07555 08304  0.8599 09756 0.8537 0.9141
Window L{0{|A] o A|FHO[E[E HIE&O[=MH, ST + DAGMM 0.6730 08450 07231 07493 06334 09984 07124 07751 07562 09803 0.8112 0.8537

jl_g Hlx_l*l_ognl_x_l OmniAnomaly 0.9809 0.9438 0.9441 0.9620 0.7585 09756 0.8054 0.8535 09140 0.8891 0.8952 0.9014
= o OoO— - O USAD 0.9314 09617 09382  0.9463 0.7697 09831 0.8186 0.8634 0.83810 09736 0.9109 0.9272

fot

v' SWaTL} WADI o A2t
Without / With£ HE7|

IOI: 2= TableOf|A{

J

v LIHX| o[EjMloll= HEEIX| &2

Data Mining e, H
o.:.o Quality Analytics I'\::a




- Autoencoder within An Adversarial Training Framework
Experiments and Results

% Overall performance (2)
- FNHo=Z N 2RI USADL| 450 £

* Isolate Forest(IF) / DAGMM

v A|l2t ME(Temporal Information)g Btis}x| o= ot E Point-adjustE X &% 2= OI0|E{M2| W Hs(+EETA})

v Mso|ge Precision Recall F1 F1*
IF 0.64(0.17)  0.68(0.11)  0.62(0.12)  0.60(0.09)
DAGMM 0.62(0.21)  0.76(0.29)  0.65(0.22)  0.79(0.04)
Autoencoder(AE) / LSTM-VAE AE 0.77(0.21)  0.76(0.24) ~ 0.73(0.19)  0.86(0.04)
: LSTM-VAE  0.72(0.15)  0.80(0.25)  0.75(0.18)  0.86(0.04
v AI2t HHE(Temporal Information)2 9tist= 2 & (0.15) (025) (0.18) (0.04)
OA 0.73(0.25)  0.95(0.04)  0.78(0.19)  0.91(0.04)

XA Q H| XA} EFX

v 8¢ U0l oMk BT HIO|E B Of2E USAD 0.84(0.12)  0.80(0.25)  0.79(0.18)  0.91(0.04)

« OmniAnomaly(OA) / USAD

v Autoencoder 7|t HitHO| ChH-S HQ}
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N

Experiments and Results

% Effect of parameters

* Sensitivity Threshold
v" Anomaly score

al|w - AEl(W)”z + B||W - AE, (AEl(W)”z
= a+f=1

*= a: AE1 autoencoder®| reconstructiond] 7t5X|
*  B:AE2 autoencoder?| reconstruction0i| 7}FX|

v a3lt& pEa

* True Positive(TP)2| ZA0]| H|sH False Positive(FP)

ot & B0| ZHast

Daota Mining e, -~
Quality Analytics r‘\'a

H. Sensitivity Thresholds0| L}2 0| &&HX| ZHap(SWaT Ci|0[E{ Al)

a B FP TP F1
0.0 1.0 604 35,616 0.7875
0.1 0.9 580 35,529 0.7853
0.2 0.8 571 | 509 35,285 | 394 0.7833
0.5 0.5 548 | &2 34500 | & 0.7741
0.7 0.3 506 34,548 0.7738
0.9 0.1 200% 34028V  0.7684




- Autoencoder within An Adversarial Training Framework

Experiments and Results

% Ablation Study
« Two-Phase Training Y&t
v SMD, SMAP, MSL Dataset A2
v' 8t IHQ| phaseE AIR3st=

AtEots 85010 E5

21 HC} = JH2| phase& Z0|

v’ Phase ¥ &4
» Combined > Autoencoders
- Adversarial train ggf
- Adversarial train2 =g M|
reconstruction error?} =
- Adversarial train O] M8&|X| 9tO M, X AtH|0]
B2t FALSH HITEHTHIO|HE B XI5 |2t o2&
= Combined > Adversarial
- Autoencoders Ygf
- Autoencoder THA|9t REO| QY5 QS O[H
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093682

]D

N Combined
S Auto-encoder
N Adversarial

0E791

SMap ML

182l Adversarial training S520] [[}2 P

Combined : USAD
Autoencoders : USAD phase 1 Training

Adversarial :

USAD phase 2 Training
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Conclusion

«  AJA|Y H|o|E{2] O|4t EIX| EX|= =H|Ql o=, CiYsl 0| &, 2fdz O|o|E| %, H|O|E 27 S22 032
« H|X|x gtg5 BEHQI Autoencoder?| 0|4t EIX| 28| S| ASH= =20] &
« }X|3F Autoencoder?} 2t Q= at=eh, HAH|0|E{Qt S AISHH|HAH|O|E] T 5 2X|1H0| U2

« AutoencoderE 7|80 25t A|H|Y O|O|E{ 2] O|HEIX| EH|S2 Autoencoder?| 2X|H = sl Z5t7| ¢lst Weko 2 WH

- O] SOl ] Chorst BYO| UM, A He| ERof w2t Fgrst O X go| LAY

e

<EncDec-AD> <USAD>

7777777777777777777777777777777777777777777777777777777777777

Encoder

i
| Ml AE,(AE,(W))
i

| Phase 1 AE, (W)

-----------------------------
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