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Introduction
Time Series

❖ 시계열(Time series) 데이터란?

• 관측치가시간적순서를가진데이터셋의집합

✓ 단변량시계열(Univariate time series): 동일한간격의시간의증가에대해순차적으로기록된한개의변수관측치로구성된시계열

✓ 다변량시계열(Multivariate time series): 동일한간격의시간의증가에대해순차적으로기록된두개이상의변수관측치로구성된시계열

• 센서, Edge devices등산업전반의다양한도메인에서발생하는데이터

• 시계열데이터를발생시키는어플리케이션의증가로시계열데이터의이상탐지(Anomaly Detection)에대한수요증가

Multivariate time series

Univariate time series
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Introduction
Anomaly Detection for Time Series

❖ 시계열 데이터의 이상 현상 정의

• 시스템이비정상적으로작동하는시점(point) 또는기간(duration)으로정의

1. 시점이상:비정상적인값에도달한단일시점또는연속적인시점의집합

2. 기간이상:특정구간에서이상현상발견

<Point Anomaly> <Duration Anomaly>
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Introduction
Anomaly Detection for Time Series

❖ 시계열 데이터에 대한 이상(Anomaly) 탐지의 어려움

• 여러비즈니스영역에서활용이가능하기때문에발생할수있는이상유형이다양

• 정상과비정상데이터를정확히구분하여라벨링(Labeling)하기가어려움

✓ 이상여부을판별하기위해서는많은양의전문적인도메인지식을요구됨

✓ 시간과비용이많이소요됨

✓ 정상과이상의경계가불분명함

• 정상데이터에비해비정상데이터의비율이훨씬적기때문에데이터불균형(Imbalanced data)이발생→분류(Classification) 문제의장애물

Anomaly1 Anomaly2
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AUTOENCODER

Introduction
Anomaly Detection for Time Series

❖ 시계열 데이터에 대한 이상 탐지 방법 도식화

ANOMALY 
DETECTION

SUPERVISED 
LEARNING

UNSUPERVISED 
LEARNING

NORMAL

ABNOMAL
CLASSIFICATION

SIMILAITY

PREDICTION

RECONSTRUCTION

KNN, …

ARIMA, RNN, 
LSTM, …

AUTOENCODER,
PCA, …
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Autoencoder

❖ Autoencoder 개념

• 입력된데이터를재복원하는비지도학습방법론

• 입력된값과최대한비슷하게출력되도록재구성하는것이목표

• 두개의구조로구성: Encoder + Decoder

✓ Encoder:데이터를압축하여중요한정보만살리는 feature로변환

✓ Decoder:압축된 feature를이용하여입력데이터를최대한원본과가까게복원

Encoder Decoder

Latent Vector

Diff
Threshold

Input 𝑥 Output 𝑥′
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Autoencoder

❖ Autoencoder를 사용한 이상 탐지(Anomaly Detection)

• 입력데이터로정상데이터만사용

• Encoder의입력데이터와 Decoder의결과인복원데이터의차이를줄이면서, Autoencoder는정상데이터의특징학습

• 비정상데이터는학습되지않았기때문에비정상데이터가모델에입력되면,복원된데이터가입력과많은차이발생

• 복원에러(Reconstruction Error) = (입력데이터) – (복원데이터)

• 임계치(Threshold)를정하고, 복원에러가임계치를넘게되면이상탐지(Anomaly detection)

Encoder Decoder

Latent Vector

???

Diff
Threshold
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LSTM-Autoencoder
Paper

❖ LSTM-based Encoder-Decoder for Multisensor Anomaly Detection

• Malhotra, P., Ramakrishnan, A., Anand, G., Vig, L., Agarwal, P., & Shroff, G. (2016). LSTM-based Encoder-Decoder for 

Multisensor Anomaly Detection. ICML, 2016. (608회인용)
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LSTM-Autoencoder
Prerequisite Knowledge

❖ LSTM-Autoencoder

• Sequence 데이터를위한 LSTM 구조를사용하는 Autoencoder

• 시계열데이터의 Anomaly Detection은시간적인특성(Temporal Information)을고려

• 이전의정보를현재의문제해결에활용할수있는 LSTM 네트워크를이용

Latent Vector
𝑥1 𝑥2 𝑥𝐶

ℎ1
(𝐸) ℎ2

(𝐸)
ℎ𝐶
(𝐸)

ℎ𝐶
(𝐷) ℎ2

(𝐷)
ℎ1
(𝐷)

𝑥𝑐
′ 𝑥2

′ 𝑥1
′Encoder

Decoder

Input Time Series Output Time Series



15

LSTM-Autoencoder
Method

❖ EncDec-AD1

• Training(1)

✓ 정상데이터사용

✓ Encoder

▪ 입력데이터 = 𝑥1, 𝑥2, ⋯ , 𝑥𝐶 , where 𝑥𝑖 ∈ 𝑅𝑚, 𝐶: 𝑤𝑖𝑛𝑑𝑜𝑤 𝑠𝑖𝑧𝑒, 𝑚: # 𝑜𝑓 𝑣𝑎𝑟𝑖𝑎𝑏𝑙𝑒

▪ Step 𝑡 = 𝑖에서 Hidden vector는이전단계의 Hidden vector(ℎ𝑖−1
𝐸 )와입력값(𝑥𝑖)을활용하여구함.

ℎ𝑖
(𝐸)

= 𝑓(𝑥𝑖 , ℎ𝑖−1
𝐸
)

▪ 마지막 Hidden vector가 Latent vector가되어 Decoder 단계의최초 Hidden vector로사용

𝑥1 𝑥2 𝑥𝐶

ℎ1
(𝐸) ℎ2

(𝐸)
ℎ𝐶
(𝐸)

ℎ𝐶
(𝐷) ℎ2

(𝐷)
ℎ1
(𝐷)

𝑥𝑐
′ 𝑥2

′ 𝑥1
′Encoder

Decoder

Initialize 

decoder

• 𝑥𝑖: the input vector 𝑎𝑡 𝑡𝑖𝑚𝑒 𝑡𝑖
• 𝑥𝑖

′ ∶ the predicted vector 𝑎𝑡 𝑡𝑖𝑚𝑒 𝑡𝑖
• ℎ𝑖

(𝐸)
: ℎ𝑖𝑑𝑑𝑒𝑛 𝑣𝑒𝑐𝑡𝑜𝑟 𝑜𝑓 𝑒𝑛𝑐𝑜𝑑𝑒𝑟 𝑎𝑡 𝑡𝑖𝑚𝑒 𝑡𝑖

• ℎ𝑖
(𝐷)

: ℎ𝑖𝑑𝑑𝑒𝑛 𝑣𝑒𝑐𝑡𝑜𝑟 𝑜𝑓 𝑑𝑒𝑐𝑜𝑑𝑒𝑟 𝑎𝑡 𝑡𝑖𝑚𝑒 𝑡𝑖
• 𝐶:𝑤𝑖𝑛𝑑𝑜𝑤 𝑠𝑖𝑧𝑒. 𝑡ℎ𝑒 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝐿𝑆𝑇𝑀 𝑢𝑛𝑖𝑡𝑠
• 𝑠𝑁: set of normal training sequences

1EncDec-AD: LSTM based Encoder-Decoder scheme for Anomaly Detection 
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LSTM-Autoencoder
Method

❖ EncDec-AD

• Training(2)

✓ Decoder

▪ 입력데이터 = 𝑥𝐶 , ⋯ , 𝑥2, 𝑥1 , where 𝑥𝑖 ∈ 𝑅𝑚, 𝐶: 𝑤𝑖𝑛𝑑𝑜𝑤 𝑠𝑖𝑧𝑒, 𝑚: # 𝑜𝑓 𝑣𝑎𝑟𝑖𝑎𝑏𝑙𝑒

▪ Encoder의입력데이터를역순으로 Reconstruction

▪ Step 𝑡 = (𝑖 − 1)의 Hidden vector는이전단계의 Hidden vector(ℎ𝑖
𝐷 )와입력값(𝑥𝑖)을활용하여구함.

ℎ𝑖−1
(𝐷)

= 𝑔(𝑥𝑖 , ℎ𝑖
𝐷
)

𝑥1 𝑥2 𝑥𝐶

ℎ1
(𝐸) ℎ2

(𝐸)
ℎ𝐶
(𝐸)

ℎ𝐶
(𝐷) ℎ2

(𝐷)
ℎ1
(𝐷)

𝑥𝑐
′ 𝑥2

′ 𝑥1
′Encoder

Decoder

Initialize 

decoder

• 𝑥𝑖: the input vector 𝑎𝑡 𝑡𝑖𝑚𝑒 𝑡𝑖
• 𝑥𝑖

′ ∶ the predicted vector 𝑎𝑡 𝑡𝑖𝑚𝑒 𝑡𝑖
• ℎ𝑖

(𝐸)
: ℎ𝑖𝑑𝑑𝑒𝑛 𝑣𝑒𝑐𝑡𝑜𝑟 𝑜𝑓 𝑒𝑛𝑐𝑜𝑑𝑒𝑟 𝑎𝑡 𝑡𝑖𝑚𝑒 𝑡𝑖

• ℎ𝑖
(𝐷)

: ℎ𝑖𝑑𝑑𝑒𝑛 𝑣𝑒𝑐𝑡𝑜𝑟 𝑜𝑓 𝑑𝑒𝑐𝑜𝑑𝑒𝑟 𝑎𝑡 𝑡𝑖𝑚𝑒 𝑡𝑖
• 𝐶:𝑤𝑖𝑛𝑑𝑜𝑤 𝑠𝑖𝑧𝑒. 𝑡ℎ𝑒 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝐿𝑆𝑇𝑀 𝑢𝑛𝑖𝑡𝑠
• 𝑠𝑁: set of normal training sequences
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LSTM-Autoencoder
Method

❖ EncDec-AD

• Training(3)

✓ Objective Function

▪ Encoder의입력값(𝑥𝑖 )과 Decoder의출력값(𝑥𝑖
′ )의차이에대한MSE(Mean Squared Error)를최소화하도록학습

𝑚𝑖𝑛𝑖𝑚𝑖𝑧𝑒 

𝑋∈𝑠𝑁



𝑖=1

𝐿

𝑥𝑖 − 𝑥𝑖
′ 2

𝑥1 𝑥2 𝑥𝐶

ℎ1
(𝐸) ℎ2

(𝐸)
ℎ𝐶
(𝐸)

ℎ𝐶
(𝐷) ℎ2

(𝐷)
ℎ1
(𝐷)

𝑥𝑐
′ 𝑥2

′ 𝑥1
′Encoder

Decoder

Initialize 

decoder

• 𝑥𝑖: the input vector 𝑎𝑡 𝑡𝑖𝑚𝑒 𝑡𝑖
• 𝑥𝑖

′ ∶ the predicted vector 𝑎𝑡 𝑡𝑖𝑚𝑒 𝑡𝑖
• ℎ𝑖

(𝐸)
: ℎ𝑖𝑑𝑑𝑒𝑛 𝑣𝑒𝑐𝑡𝑜𝑟 𝑜𝑓 𝑒𝑛𝑐𝑜𝑑𝑒𝑟 𝑎𝑡 𝑡𝑖𝑚𝑒 𝑡𝑖

• ℎ𝑖
(𝐷)

: ℎ𝑖𝑑𝑑𝑒𝑛 𝑣𝑒𝑐𝑡𝑜𝑟 𝑜𝑓 𝑑𝑒𝑐𝑜𝑑𝑒𝑟 𝑎𝑡 𝑡𝑖𝑚𝑒 𝑡𝑖
• 𝐶:𝑤𝑖𝑛𝑑𝑜𝑤 𝑠𝑖𝑧𝑒. 𝑡ℎ𝑒 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝐿𝑆𝑇𝑀 𝑢𝑛𝑖𝑡𝑠
• 𝑠𝑁: set of normal training sequences
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LSTM-Autoencoder
Method

❖ EncDec-AD

• Inference

✓ Training 과정과대체로비슷

✓ Decoder단계

✓ Step 𝑡 = (𝑖 − 1)의 Hidden vector는이전단계의 Hidden vector(ℎ𝑖
𝐷 )와 Decoder의출력값(𝒙𝒊

′)을활용하여구함.

ℎ𝑖−1
(𝐷)

= 𝑔(𝑥𝑖
′, ℎ𝑖

𝐷
)

ℎ1
(𝐸) ℎ2

(𝐸)
ℎ𝐶
(𝐸)

ℎ𝐶
(𝐷) ℎ2

(𝐷)
ℎ1
(𝐷)

Encoder

Decoder

𝑥𝑐
′ 𝑥2

′ 𝑥1
′

• 𝑥𝑖: the input vector 𝑎𝑡 𝑡𝑖𝑚𝑒 𝑡𝑖
• 𝑥𝑖

′ ∶ the predicted vector 𝑎𝑡 𝑡𝑖𝑚𝑒 𝑡𝑖
• ℎ𝑖

(𝐸)
: ℎ𝑖𝑑𝑑𝑒𝑛 𝑣𝑒𝑐𝑡𝑜𝑟 𝑜𝑓 𝑒𝑛𝑐𝑜𝑑𝑒𝑟 𝑎𝑡 𝑡𝑖𝑚𝑒 𝑡𝑖

• ℎ𝑖
(𝐷)

: ℎ𝑖𝑑𝑑𝑒𝑛 𝑣𝑒𝑐𝑡𝑜𝑟 𝑜𝑓 𝑑𝑒𝑐𝑜𝑑𝑒𝑟 𝑎𝑡 𝑡𝑖𝑚𝑒 𝑡𝑖
• 𝐶:𝑤𝑖𝑛𝑑𝑜𝑤 𝑠𝑖𝑧𝑒. 𝑡ℎ𝑒 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝐿𝑆𝑇𝑀 𝑢𝑛𝑖𝑡𝑠
• 𝑠𝑁: set of normal training sequences

𝑥1 𝑥2 𝑥𝐶
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LSTM-Autoencoder
Method

❖ Computing Likelihood of Anomaly

• Reconstruction Error

✓ 𝒗𝑵𝟏 데이터를이용하여 error vector(𝑒 𝑖 )를구함

𝑒 𝑖 = 𝑥 𝑖 − 𝑥𝑖
′

✓ Error vector를사용하여정규분포 𝑁(𝜇, Σ)의 𝜇, Σ추론

• Anomaly Score

✓ 𝑒 𝑖 에서정규분포 𝑁(𝜇, Σ)까지의거리(마할라노비스거리). 거리가멀어질수록이상값으로판단

𝑎(𝑖) = (𝑒 𝑖 − 𝜇)𝑇Σ−1(𝑒 𝑖 − 𝜇)

✓ 임계치(𝜏)를정하고, 그값보다 Anomaly Score가크면이상치로판단

൝
𝑖𝑓𝑎(𝑖) > 𝜏, 𝑎𝑛𝑜𝑚𝑎𝑙𝑜𝑢𝑠

𝑖𝑓𝑎(𝑖) ≤ 𝜏, 𝑛𝑜𝑟𝑚𝑎𝑙

훈련 데이터 (𝒔𝑵) 검증 데이터 (𝒗𝑨)Early Stopping (𝒗𝑵𝟏) 검증 데이터 (𝒗𝑵𝟐) 테스트 데이터 (𝒕𝑵) 테스트 데이터 (𝒕𝑨)

정상 데이터 비정상 데이터
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LSTM-Autoencoder
Experiments and Results

❖ Datasets

❖ Evaluation Metrics

• 𝐹𝛽 𝑠𝑐𝑜𝑟𝑒 사용

𝐹𝛽 =
(1 + 𝛽2) × 𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 × 𝑅𝑒𝑐𝑎𝑙𝑙

𝛽2 × 𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑅𝑒𝑐𝑎𝑙𝑙

✓ 𝛽 = 1이면, 𝐹𝛽 𝑠𝑐𝑜𝑟𝑒 = 𝐹1 𝑠𝑐𝑜𝑟𝑒

✓ 𝛽 > 1이면, Recall에가중치

✓ 𝛽 < 1이면, Precision 에가중치

• 𝛽 < 1 로 가정

✓ Positive:비정상(anomalous) / Negative: 정상(normal) 

✓ Sequence에서비정상비율이높지않아 Recall이낮을수있기때문에 Recall 에가중치를취함

Dataset Predictable Dimension Periodicity

Power demand Yes 1 Periodic

Space shuttle Yes 1 Periodic

Engine-P Yes 12 Aperiodic

Engine-NP No 12 Aperiodic

ECG Yes 1 Quasi-periodic
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LSTM-Autoencoder
Experiments and Results

❖ Result

• 모든데이터셋에서 TPR/FPR 값이 1.0보다높음→비정상데이터를잘탐지할수있음

• 다양한주기적(Periodic) 시계열데이터에대해서도좋은성능을나타냄

• Sequence를예측할수없는데이터셋에대해성능이좋음(ex.Engine-NP). 다만예측가능한데이터셋에대해시계열예측(prediction)기반

이상감지모델 LSTM-AD보다좋은성능을내지못함

Dataset Predictable Periodicity
EncDec-AD LSTM-AD1

𝜷 𝑭𝜷 𝒔𝒄𝒐𝒓𝒆 TPR/FPR 𝜷 𝑭𝜷 𝒔𝒄𝒐𝒓𝒆

Power demand Yes Periodic 0.1 0.77 33.0 0.1 0.90

Space shuttle Yes Periodic 0.05 0.81 4.9 0.1 0.84

Engine-P Yes Aperiodic 0.05 0.82 13.8 0.1 0.89

Engine-NP No Aperiodic 0.05 0.83 ∞ 0.05 0.03

ECG Yes Quasi-periodic 0.05 0.65 ∞ X X

1Malhotra, Pankaj, Vig, Lovekesh, Shroff, Gautam, and Agarwal, Puneet. Long short term memory networks for anomaly detection in time series. In ESANN, 23rd European Symposium on Artificial Neural Networks, 

Computational Intelligence and Machine Learning, 2015
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Autoencoder Ensembles
Paper

❖ Outlier Detection for Time Series with Recurrent Autoencoder Ensembles

• KIEU, Tung, et al. Outlier Detection for Time Series with Recurrent Autoencoder Ensembles. In: IJCAI. 2019 (110회인용)
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Autoencoder Ensembles
Contributions

❖ Autoencoder 모델의 한계

• 정상데이터만으로학습하기때문에, 다른데이터가들어와도 Training set과비슷하게만드는과적합(Overfitting) 문제발생

✓ 과적합(Overfitting): 학습모델이주어진데이터에너무과하게맞춰져서,조금이라도다른데이터만들어와도다른결과로예측하여결과적으로정확도가낮아지는현상

❖ 제안 모델

• Single Autoencoder가아닌서로다른네트워크구조를가진여러개의 Autoencoder결합

• 서로다른네트워크구조를 Autoencoder를생성하기위해 Sparsely-connected Autoencoder 적용

Layer ℒ𝑖−1

Layer ℒ𝑖

(a) Fully-connected layers

Layer ℒ𝑖−1

Layer ℒ𝑖

(b) Sparsely-connected layers
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Autoencoder Ensembles
Method

❖ Sparsely-connected RNNs(S-RNNs)

• 서로다른구조를가진 Autoencoder를여러개생성하기위해 RNN 구조변경

1. RNN unit 사이의연결을임의제거

✓ Training에문제가발생

2. RNN unit의사이의연결을임의추가

✓ Recurrent Skip Connection Networks (RSCNs)1 을참고

• Sparsely-connected RNNs(S-RNNs)

ℎ𝑡 =
𝒇 𝒔𝒕, 𝒉𝒕−𝟏 ∙ 𝑤𝑡

(𝑓)
+ 𝒇′(𝒔𝒕, 𝒉𝒕−𝑳) ∙ 𝑤𝑡

(𝑓′)

𝑤𝑡 0

✓ Time step 𝑡 − 1과 𝑡 − 𝐿의 hidden state를임의로연결한 hidden state

▪ 𝑓 ∙ : step 𝑡 − 1의 hidden state로측정된 non-linear function

▪ 𝑓′ ∙ : step 𝑡 − 𝐿 의 hidden state로측정된 non-linear function

▪ 𝑤𝑡 : step 𝑡의 connection을결정하는 sparseness weight vector 

𝑤𝑡
(𝑓)

∈ 0,1 𝑎𝑛𝑑 𝑤𝑡
(𝑓′)

∈ {0,1}, 단모두 0은아님

▪ 𝑤𝑡 0: sparseness weight vector가 0이아닌 element 갯수. 단, 𝑤𝑡 0 ≠ 0

(a) RNN

(b) S-RNN, L=1

(b) S-RNN, L=2

ℎ1 ℎ2 ℎ𝑡

ℎ1 ℎ2 ℎ𝑡

ℎ1 ℎ2 ℎ𝑡

1. Yiren Wang and Fei Tian. Recurrent residual learning for sequence classification. In EMNLP, pages 938–943, 2016.
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Autoencoder Ensembles
Method

❖ S-RNN Autoencoder Ensembles(1)

• Independent Framework(IF)

✓ 구조가다른 N 개의 S-RNN Autoencoder을

독립적으로훈련

✓ Objective Function

𝑚𝑖𝑛𝑖𝑚𝑖𝑧𝑒 𝒥𝑖 =

𝑡=1

𝐶

𝑠𝑡 − Ƹ𝑠𝑡
(𝐷𝑖)

2

2

▪ Ƹ𝑠𝑡
(𝐷𝑖) : reconstructed vector at time step 𝑡

from decoder 𝐷𝑖

▪ ∙ 2 : L2-norm of a vector

(6)

ℎ1
(𝐸1) ℎ2

(𝐸1) ℎ𝐶
(𝐸1)

ℎ𝐶
(𝐷1) ℎ2

(𝐷1) ℎ1
(𝐷1)

Encoder 1

Decoder 1

ෝ𝑠𝐶 ෝ𝑠2 ෝ𝑠1

𝑠1 𝑠2 𝑠𝐶

(6)

ℎ1
(𝐸2) ℎ2

(𝐸2) ℎ𝐶
(𝐸2)

ℎ𝐶
(𝐷2) ℎ2

(𝐷2) ℎ1
(𝐷2)

Encoder 2

Decoder 2

ෝ𝑠𝐶 ෝ𝑠2 ෝ𝑠1

𝑠1 𝑠2 𝑠𝐶

(6)

ℎ1
(𝐸𝑁) ℎ2

(𝐸𝑁) ℎ𝐶
(𝐸𝑁)

ℎ𝐶
(𝐷𝑁) ℎ2

(𝐷𝑁) ℎ1
(𝐷𝑁)

Encoder N

Decoder N

ෝ𝑠𝐶 ෝ𝑠2 ෝ𝑠1

𝑠1 𝑠2 𝑠𝐶

…
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Autoencoder Ensembles
Method

❖ S-RNN Autoencoder Ensembles(2)

• Shared Framework(SF)

✓ 구조가다른 N 개의 S-RNN Autoencoder가상호작용하며

훈련

✓ Shared layer

ℎ𝑐
(𝐸)

= 𝑐𝑜𝑛𝑐𝑎𝑡𝑒𝑛𝑎𝑡𝑒(ℎ𝑐
𝐸1 ∙ 𝑊𝐸1 , ⋯ , ℎ𝑐

𝐸𝑁 ∙ 𝑊𝐸𝑁)

▪ Shared layer를통해서 N 개의 S-RNN Autoencoder

가상호작용

▪ 모든 Encoder의마지막 Hidden state의 Linear 결합

▪ 𝑊𝐸𝑖: 𝑙𝑖𝑛𝑒𝑎𝑟 𝑤𝑒𝑖𝑔ℎ𝑡 𝑚𝑎𝑡𝑟𝑖𝑐𝑒𝑠

✓ Objective Function

𝑚𝑖𝑛𝑖𝑚𝑖𝑧𝑒 𝒥 =

𝑖=1

𝑁

𝒥𝑖 + 𝜆 ℎ𝑐
𝐸

1

=

𝑖=1

𝑁



𝑡=1

𝐶

𝑠𝑡 − Ƹ𝑠𝑡
(𝐷𝑖)

2

2
+ 𝜆 ℎ𝑐

𝐸

1

▪ 𝜆: L1 regularization( ℎ𝑐
𝐸

1
)의중요도를조절하는가중치

(6)

Encoder 1

Decoder 1

ෝ𝑠𝐶 ෝ𝑠2 ෝ𝑠1

𝑠1 𝑠2 𝑠𝐶

Encoder 2

Decoder 2

ෝ𝑠𝐶 ෝ𝑠2 ෝ𝑠1

𝑠1 𝑠2 𝑠𝐶

Encoder N

Decoder N

ෝ𝑠𝐶 ෝ𝑠2 ෝ𝑠1

𝑠1 𝑠2 𝑠𝐶

… …

𝒉𝑪
(𝑬)

ℎ1
(𝐸1) ℎ2

(𝐸1) ℎ𝐶
(𝐸1)

ℎ1
(𝐸2) ℎ2

(𝐸2) ℎ𝐶
(𝐸2)

ℎ1
(𝐸𝑁) ℎ2

(𝐸𝑁) ℎ𝐶
(𝐸𝑁)

ℎ𝐶
(𝐷1) ℎ2

(𝐷1) ℎ1
(𝐷1)

ℎ𝐶
(𝐷2) ℎ2

(𝐷2) ℎ1
(𝐷2)

ℎ𝐶
(𝐷𝑁) ℎ2

(𝐷𝑁) ℎ1
(𝐷𝑁)
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Autoencoder Ensembles
Method

❖ S-RNN Autoencoder Ensembles

• Autoencoder Ensemble Anomaly Scoring

✓ Autoencoder Ensembles Framework에서 Time step 𝑡 vector의 Anomaly score를계산

✓ Reconstruction error

▪ Time step 𝑡 = 𝑘일때, 모든 Autoencoder 𝑁의 Reconstruction error 

𝑠𝑘 − Ƹ𝑠𝑘
(1)

2

2
, 𝑠𝑘 − Ƹ𝑠𝑘

(2)

2

2
, … , 𝑠𝑘 − Ƹ𝑠𝑘

𝑁

2

2

✓ Anomaly score

𝐴𝑛𝑜𝑚𝑎𝑙𝑦 𝑠𝑐𝑜𝑟𝑒 𝑠𝑘 = 𝑚𝑒𝑑𝑖𝑎𝑛 𝑠𝑘 − Ƹ𝑠𝑘
(1)

2

2
, 𝑠𝑘 − Ƹ𝑠𝑘

(2)

2

2
, … , 𝑠𝑘 − Ƹ𝑠𝑘

𝑁

2

2

▪ 𝑚𝑒𝑑𝑖𝑎𝑛을사용함으로써 Overfitting 된 Autoencoder의영향감소
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Autoencoder Ensembles
Experiments and Results

❖ Datasets

❖ Evaluation Metrics

.

Dataset Description Dimension # of Sub dataset # of Observations

NAB Numenta Anomaly Benchmark 1 10 5,000~2,0000

ECG Electrocardiography 3 7 3,750~5,400

Evaluation Metrics Description

PR-AUC

• 불균형데이터

• Positive class를탐지하는중요도가 Negative class를탐지하는중요도보다높을때

• 예) 암환자진단

ROC-AUC

• 균형데이터

• Positive class탐지와 Negative class탐지의중요도가비슷할때

• 예) 개와고양이분류
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Autoencoder Ensembles
Experiments and Results

❖ Existing Solutions

Method Description

LOF
Local Outlier Factor

Density-based anomaly detection모델

SVM
Support Vector Machines

Kernel-based method

ISF Isolation Forest

MP
Matrix Profile Ⅰ.  

Similarity-based anomaly detection 의 SOTA 모델

RN
Rand-Net. 

Non-sequential data 대한Autoencoder ensembles를적용한 SOTA 모델

CNN CNN-based Autoencoder 모델

LSTM
LSTM-based Autoencoder 모델
Time series data에대한 anomaly detection 의 SOTA 모델

RSCN LSTM units을 RSCN units으로교체한모델
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Autoencoder Ensembles
Experiments and Results

❖ Overall Accuracy

• 평가지표관점

✓ PR-AUC : deep learning 모델과아닌모델의차이가거의없음

✓ ROC-AUC: deep learning 모델이대체로좋은성능을냄

• Sequence 데이터관점: Rand-Net(RN)보다제안모델이더좋은성능→제안모델이 Sequence 데이터에더적합

• 관측변수관점: 제안모델이다른모델에대해서대체로성능이좋고, 단변량과다변량모두에서성능이뛰어남

• 제안방법론관점: Shared Framework(SF)가 Independent Framework(IF)보다좀더좋은성능을냄
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Autoencoder Ensembles
Experiments and Results

❖ Effect of N

• Setting

✓ 𝑁 = 10, 20, 30, 40

✓ 4 NAB datasets & 5 ECG datasets

• Result

✓ Independent Framework(IF)와

Shared Framework(SF) 에서

N 이커질수록성능이향상

✓ 다양한구조를가진 Autoencoder가

많아질수록정확도향상에도움이됨
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Autoencoder Ensembles
Outlier Detection for Time Series with Recurrent Autoencoder Ensembles

❖ IF vs. SF

• S-RNNs을임의로생성하기때문에 Independent Framework(IF)와

Shared Framework(SF) 의구조가다름

• 두 Framework의정확한성능확인을위해 S-RNNs 구조를동일하게실험

• Setting

✓ 𝑁 = 40

✓ 2 NAB datasets & 2 ECG datasets

• Result

✓ Shared Framework이학습에효과가큼

✓ Shared Framework은 Encoder의마지막 Hidden states를결합하여

Shared layer를생성해야하므로많은memory 사용함
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Autoencoder Ensembles
Outlier Detection for Time Series with Recurrent Autoencoder Ensembles

❖ Effect of 𝐿

• 𝐿 : Hidden state를연결하는 jump step size

• Setting

✓ 𝐿 = 1, 2, 5, 10, 20

✓ 2 NAB datasets & 2 ECG datasets

• Result

✓ 𝐿 = 1, 2, 5, 10 일때정확도에영향이없음

▪ 작은 Jump step 에민감하지않음

✓ 𝐿 = 20일때, 정확도감소

▪ Jump step이커지면, 중요한시간정보가손실됨

▪ 정확도에부정적인영향을미치는쓸모없는과거정보를

사용
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Autoencoder within An Adversarial Training Framework
Paper

❖ USAD : UnSupervised Anomaly Detection on Multivariate Time Series

• AUDIBERT, Julien, et al. USAD: unsupervised anomaly detection on multivariate time series. In: Proceedings of the 26th 

ACM SIGKDD International Conference on Knowledge Discovery & Data Mining. 2020. (60회인용)
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Autoencoder within An Adversarial Training Framework
Prerequisite Knowledge

❖ Generative Adversarial Networks(GANs)

• GANs기본구조: 생성기(Generator) +판별기(Discriminator)

✓ 생성기: 원본데이터(Real data)와유사한가짜데이터(Fake data)생성

✓ 판별기: 원본데이터와가짜데이터를구별

• 두네트워크가경쟁하며서로의역할을발전시킴

Discriminator

Generator

Real Data

Fake Data

Real

Fake
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Autoencoder within An Adversarial Training Framework
Contributions

❖ 기존 이상탐지 모델의 한계

• Autoencoder

✓ 비정상데이터가정상데이터와비슷하면, reconstruction error가작아서이상감지가어려움

• GANs

✓ 생성기(Generator)와분류기(Discriminator)의불균형. 안정적인학습이어려움

✓ Mode-Collapse, Non-Convergence 문제발생

▪ Mode-Collapse: 생성기(Generator)가제한된종류의샘플생성

▪ Non-Convergence: Model의 Parameter가수렴하지않고, 불안정

❖ 제안 모델의 이점

• Autoencoder 한계극복

✓ Autoencoder입력데이터에비정상데이터가포함여부를식별하여우수한 Reconstruction수행

• GANs 한계극복

✓ Autoencoder아키텍처의도움으로 Adversarial Training의안정성을확보→ mode collapse, non-convergence 문제해결
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[Objective]

Autoencoder within An Adversarial Training Framework
Method

❖ Phase1: Autoencoder Training

• 1개의 Encoder와 2개의 Decoder로구성

✓ 𝑨𝑬𝟏 : Encoder + Decoder 1

✓ 𝑨𝑬𝟐 : Encoder + Decoder 2

Encoder

Decoder 2

Z

Latent Vector

Decoder 1

𝑠𝑡𝑠𝑡−1𝑠𝑡−𝐾+1 …

𝑾𝒕

𝑨𝑬𝟏

𝑨𝑬2

𝑨𝑬𝟐(𝑾)

𝑨𝑬𝟏(𝑾)Phase 1

Phase 1

ℒ𝑨𝑬𝟐 = 𝑾− 𝑨𝑬𝟐(𝑾) 𝟐

ℒ𝑨𝑬𝟏 = 𝑾− 𝑨𝑬𝟏(𝑾) 𝟐
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Autoencoder within An Adversarial Training Framework
Method

❖ Phase2: Adversarial Training

• 𝑨𝑬𝟏을 training 하여 𝑨𝑬𝟐를속일수있는데이터 생성. 즉실제와비슷한데이터를생성하도록학습

• 𝑨𝑬𝟐을 training하기위해입력값으로 𝑨𝑬𝟏의 output(𝑨𝑬𝟏(𝑾) )을사용→ 𝑨𝑬𝟐가실제데이터와가상데이터(이상데이터)인 𝑨𝑬𝟏(𝑾)을구분

하도록학습

• 𝑨𝑬𝟏는 generator, 𝑨𝑬𝟐는 discriminator 역할수행

Encoder

Decoder 2

Z

Latent Vector

Decoder 1

𝑠𝑡𝑠𝑡−1𝑠𝑡−𝐾+1 …

𝑨𝑬𝟏

𝑨𝑬2

𝑨𝑬𝟐(𝑾)

𝑨𝑬𝟏(𝑾)Phase 1

Phase 1

𝑨𝑬𝟐(𝑨𝑬𝟏(𝑾))Phase 2

Phase 2

[Objective]

min
𝑨𝑬𝟏

max
𝑨𝑬𝟐

𝑾− 𝑨𝑬𝟐(𝑨𝑬𝟏(𝑾)) 𝟐

𝑾𝒕
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Autoencoder within An Adversarial Training Framework
Method

❖ Two-phase Training

• Loss Function 최소값조건

✓ 𝑨𝑬𝟏→ generator 역할

▪ Phase1: 실제데이터와 𝑨𝑬𝟏의생성데이터의 Reconstruction Error최소

▪ Phase2: 실제데이터와가상데이터를이용한 𝑨𝑬𝟐의생성데이터의 Reconstruction Error 최소

✓ 𝑨𝑬𝟐→ discriminator 역할

▪ Phase1: 실제데이터와 𝑨𝑬𝟐의생성데이터가 Reconstruction Error최소

▪ Phase2: 실제데이터와가상데이터를이용한 𝑨𝑬𝟐의생성데이터가 Reconstruction Error 최대

• 𝒏 : Training epoch

✓ Training이반복될수록 Adversarial training(Phase2)에가중치

ℒ𝑨𝑬𝟏 =
𝟏

𝒏
𝑾− 𝑨𝑬𝟏(𝑾) 𝟐 + (𝟏 −

𝟏

𝒏
) 𝑾 − 𝑨𝑬𝟐(𝑨𝑬𝟏(𝑾)) 𝟐

ℒ𝑨𝑬𝟐 =
𝟏

𝒏
𝑾− 𝑨𝑬𝟐(𝑾) 𝟐 − (𝟏 −

𝟏

𝒏
) 𝑾 − 𝑨𝑬𝟐(𝑨𝑬𝟏(𝑾)) 𝟐

Reconstruction Error of W(Phase 1) Reconstruction Error of the reconstructed output of 𝑨𝑬𝟐 (Phase 2)
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❖ Two-phase Training

ℒ𝑨𝑬𝟏 =
𝟏

𝒏
𝑾−𝑨𝑬𝟏(𝑾) 𝟐 + (𝟏 −

𝟏

𝒏
) 𝑾 − 𝑨𝑬𝟐(𝑨𝑬𝟏(𝑾)) 𝟐

ℒ𝑨𝑬𝟐 =
𝟏

𝒏
𝑾− 𝑨𝑬𝟐(𝑾) 𝟐 − (𝟏 −

𝟏

𝒏
) 𝑾 − 𝑨𝑬𝟐(𝑨𝑬𝟏(𝑾)) 𝟐

Encoder

Decoder 2

Z

Latent Vector

Decoder 1

𝑠𝑡𝑠𝑡−1𝑠𝑡−𝐾+1 …

𝑨𝑬𝟏

𝑨𝑬2

𝑨𝑬𝟐(𝑾)

𝑨𝑬𝟏(𝑾)Phase 1

Phase 1

𝑨𝑬𝟐(𝑨𝑬𝟏(𝑾))
Phase 2

Phase 2

𝑾𝒕
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❖ Inference
• Anomaly score

𝜶 𝑾−𝑨𝑬𝟏(𝑾)
𝟐
+ 𝜷 𝑾− 𝑨𝑬𝟐(𝑨𝑬𝟏(𝑾)

𝟐

• 𝜶 +𝜷 = 𝟏

✓ 𝜶 > 𝜷이면, true positives & false positives  감소→ detection sensitivity 감소

✓ 𝜶 < 𝜷이면, true positives & false positives  증가→ detection sensitivity 증가

Encoder

Decoder 2

Z

Latent Vector

Decoder 1

Ƹ𝑠𝑡Ƹ𝑠𝑡−1Ƹ𝑠𝑡−𝐾+1 …

𝑾𝒕

𝑨𝑬𝟏

𝑨𝑬2

𝑨𝑬𝟏(𝑾)

𝑨𝑬𝟐(𝑨𝑬𝟏(𝑾))

𝜶 ∙ 𝑨𝑬𝟏 𝑾 +𝜷 ∙ 𝑨𝑬𝟐(𝑨𝑬𝟏(𝑾))
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❖ Dataset

• Public Dataset

1. Secure Water Treatment (SWaT)   

2. Water Distribution (WADI)   

3. Server Machine Dataset(SMD) 

4. Soil Moisture Active Passive(SMAP) satellite   

5. Mars Science Laboratory (MSL) rover Datasets

Dataset Train Test Dimension Anomalies(%)

SWaT 496800 449919 51 11.98

WADI 1048571 172801 123 5.99

SMD 708405 708420 28*38 4.16

SMAP 135183 427617 55*25 13.13

MSL 58317 73729 27*55 10.72
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❖ Overall performance (1)

• Evaluation Metrics

✓ 𝐹1 score(𝐹1)

✓ 𝐹1∗ score(𝐹1∗): Average precision과 Average 

recall로측정된 𝐹1 score

• Existing Solutions

① Isolation Forests(IF) ② autuoencoder(AE)  

③ LSTM-VAE ④ DAGMM ⑤ OmniAnomaly⑥USAD

• Point-adjust

✓ Window 내에서한시점이라도비정상이라면, 해당구

간을비정상으로판정

✓ SWaT와WADI 에서만확인: 우측 Table에서

Without / With로표기

✓ 나머지데이터셋에는적용되지않음
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❖ Overall performance (2)

• 전체적으로제안모델인 USAD의성능이좋음

• Isolate Forest(IF) / DAGMM

✓ 시간정보(Temporal Information)을반영하지않는모델

✓ 성능이낮음

• Autoencoder(AE) / LSTM-VAE

✓ 시간정보(Temporal Information)을반영하는모델

✓ 정상데이터에가까운비정상데이터탐지어려움

• OmniAnomaly(OA) / USAD

✓ Autoencoder 기반방법의단점을보완

Precision Recall 𝐹1 𝐹1∗

IF 0.64(0.17) 0.68(0.11) 0.62(0.12) 0.60(0.09)

DAGMM 0.62(0.21) 0.76(0.29) 0.65(0.22) 0.79(0.04)

AE 0.77(0.21) 0.76(0.24) 0.73(0.19) 0.86(0.04)

LSTM-VAE 0.72(0.15) 0.80(0.25) 0.75(0.18) 0.86(0.04)

OA 0.73(0.25) 0.95(0.04) 0.78(0.19) 0.91(0.04)

USAD 0.84(0.12) 0.80(0.25) 0.79(0.18) 0.91(0.04)

표.Point-adjust를 적용한 모든 데이터셋의 평균 성능(±표준편차)
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❖ Effect of parameters

• Sensitivity Threshold

✓ Anomaly score

𝜶 𝑾−𝑨𝑬𝟏(𝑾)
𝟐
+ 𝜷 𝑾−𝑨𝑬𝟐(𝑨𝑬𝟏(𝑾)

𝟐

▪ 𝜶 + 𝜷 = 1

▪ 𝜶: AE1 autoencoder의 reconstruction에가중치

▪ 𝜷: AE2 autoencoder의 reconstruction에가중치

✓ 𝜶증가 & 𝜷감소

▪ True Positive(TP)의감소에비해 False Positive(FP)

가더많이감소함

✓ 생산환경에적절한 𝜶,𝜷셋팅필요

𝜶 𝜷 FP TP 𝑭𝟏

0.0 1.0 604 35,616 0.7875

0.1 0.9 580 35,529 0.7853

0.2 0.8 571 35,285 0.7833

0.5 0.5 548 34,590 0.7741

0.7 0.3 506 34,548 0.7738

0.9 0.1 299 34,028 0.7684

표. Sensitivity Thresholds에 따른 이상탐지 결과(SWaT 데이터 셋)

3%
감소

50%
감소
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❖ Ablation Study

• Two-Phase Training영향

✓ SMD, SMAP, MSL Dataset 사용

✓ 한개의 phase를사용하는것보다두개의 phase를같이

사용하는성능이더좋음

✓ Phase 영향분석

▪ Combined > Autoencoders

- Adversarial train 영향

- Adversarial train을도입함으로써

reconstruction error가증폭

- Adversarial train 이적용되지않으면, 정상데이

터와유사한비정상데이터를탐지하기가어려움

▪ Combined > Adversarial

- Autoencoders 영향

- Autoencoder 단계가모델의안정화영향을미침

그림. Adversarial training 유무에 따른 영향도

• Combined : USAD

• Autoencoders : USAD phase 1 Training 

• Adversarial : USAD phase 2 Training
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Conclusion

• 시계열 데이터의 이상 탐지 문제는 도메인 의존성, 다양한 이상 유형, 라벨링 데이터 부족, 데이터 불균형 등으로 어려움

• 비지도 학습 모델인 Autoencoder가 이상 탐지 문제를 해결하는 도움이 됨

• 하지만 Autoencoder가 갖고 있는 과적합, 정상데이터와 유사한 비정상데이터 판별 등 문제점이 있음

• Autoencoder를 기반으로한 시계열 데이터의 이상탐지 문제들은 Autoencoder의 문제점을 해결하기 위한 방향으로 발전

• 이 밖에도 굉장히 다양한 모델이 있고, 산업 현장의 문제에 따라 적합한 모델 적용이 필요함

<USAD><EncDec-AD>

<S-RNN Autoencoder Ensembles>
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